1

13.03.19

22:15

ATTACK
ETHICAL HACKING - INTRUSIVE AUDIT
SIMULATING MALICIOUS HACKERS
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EXTERNAL AUDIT
Simulate an attack from outside of the corporate network,
targeting the parts of your information system which are
exposed to the Internet (institutional sites, remote access,
mail servers, ...)
INTERNAL AUDIT
Evaluate the security level of your corporate network in case
of a breach, malicious behavior by an authorized employee
or partner, or in case a workstation is compromised by a
virus.
APPLICATION AUDIT
Audit targeting a specific application, where auditors are
provided with credentials to access the application and
assess the security of the various existing roles. This type of
audit can be combined with a review of the application’s
source code, in search of vulnerabilities that may be difficult
or time-consuming to identify dynamically.
SOCIAL ENGINEERING
Assessment of employee awareness levels towards the risks
associated with the use of a computing device.
This type of audit can take the form of common social
attacks, such as spear-phishing attacks, or be much more
tailored towards your company.
RED TEAM AUDIT
By combining social and technical attacks, red team audits
come as close as possible to real-world cyber-attacks.
Unlike traditional audits, this type of audit also allows to
assess the detection capabilities of your company, on top of
discovering and exploiting vulnerabilities.
MOBILE
SCRT is able to test the security level of your company's
mobile devices and the management system used for them
(MDM). The same goes for mobile applications (Android, iOS)
and web services deployed within your company or for the
general public.

DEFENSE

INVESTIGATION

TRAINING

CONSULTING AND INTEGRATION

INCIDENT RESPONSE

OUR TRAINING CATALOG

SCRT assists you in the study, selection, implementation
and exploitation of security solutions for your information
system.

Whether you are a victim of a "ransomware" or a targeted
malware, SCRT can assist you throughout the security
incident management process.
Our specialized engineers - available 24/7 - will help you
contain the incident, to eradicate the malware from your
information system and to restore it to a functional and
secure state. SCRT will also be able to make its experience
available to your teams to analyze the incident and learn from
it.

INFRASTRUCTURE
The essential concepts for the implementation of security
infrastructures and the application of good practices are
presented via real case studies.
> Linux Security 1
> Linux Security 2
> Microsoft PKI
> Log Management

SUPPORT AND MAINTENANCE
SCRT is able to provide support services on the whole range
of products of which SCRT is a partner.
SECURE ARCHITECTURES
We can help you design and plan your information system
according to your constraints.
We also work on existing architectures to integrate new
needs or improve security.
MOBILE DEVICES
Consulting services and technical studies on the
management of the security of mobile device deployments.

GOVERNANCE
SCRT can help you set up processes to control the security
of your information system.
> Risk analysis
> ISO 27001 support
> PCI support

CODE REVIEW
SCRT offers you its expertise to perform code audits, based
on recognized methodologies, for technologies such as C, C
++, C #, JSP, PHP

MONITORING OF VULNERABILITIES
Regularly track vulnerabilities that arise within your
information system and ensure that they are efficiently
corrected.

SOC
Our Security Operation Centre supporting our incident
detection and response services is composed of several
teams involved in specific activities.
> MSS team: First incident analysis (L1)
> SOC team: Second incident analysis (L2)
> IRFA team: Third incident analysis (L3 - forensic, post
mortem analysis)
> Compliance and organization audit team

POST-INCIDENT ANALYSIS
If you are the victim of an intrusion, a data theft, or if your
infrastructure is targeted by a malware, SCRT can bring its
know-how to gather digital evidence according to recognized
standards and tools such as EnCase Forensic. If necessary,
SCRT can accompany you during the whole process
and work with your lawyer.

MOBILE DEVICES
Mobile devices are ubiquitous in business environments. In
case you believe one of your devices has been compromised
(Android, iOS), SCRT is able to test the integrity of the
equipment and, if necessary, to analyze the malicious
elements.

REVERSE ENGINEERING
SCRT is able to analyze the malwares you are victim of, to find
elements such as cryptographic keys, to reconstruct the
communication protocol or to identify the attacker’s servers.
SCRT is also able to reverse-engineer applications, whether
on Windows, Linux, Android or iOS to test their resistance to
attacks or to reconstruct the operation.

HACKING
These courses allow you to put yourself in a hacker’s shoes in
order to better understand the methodology applied by
attackers when breaking into systems be it during intrusion
tests or real-world cyber-attacks.
> Attacking Web Applications - Part 1
> Attacking Web Applications - Part 2
> Attacking Windows environments using Metasploit
> Memory Corruption Exploitation (Linux)
FORENSICS
These trainings are designed to prepare companies for crisis
management and the detection and response to security
incidents.
> Incident response Level 1
> Incident response Level 2
> Incident Management Policy
SECURITY AWARENESS
These trainings are aimed at training the participants in better
understanding attacks and preventing them.
> User awareness (on-site / E-learning)
> Developer awareness (OWASP TOP 10)
We have a brochure detailing the trainings mentioned above.
For any information: training@scrt.ch

A UNIQUE PARTNER FOR INFORMATION SECURITY
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The company
WHO ARE WE ?

ATTACK

SCRT is a Swiss company founded in 2002 and
specialized in the security of information systems.
Flexible, we offer one-off services, such as various types
of audits, as well as more personalized long-term
activities such as restructuring or monitoring your
information system.
Passionate about our job, we believe in what we do and
enjoy doing it.

DEFENSE

SCRT works with companies of all sizes, from small local
businesses to some of the largest International
companies. We are used to working in all types of sectors.

ATTACK, DEFENSE,
INVESTIGATIONS AND TRAINING
A strong technological mastery is necessary to correctly
attack a system and to best identify the components
likely to be vulnerable.
In the same way, knowing and anticipating the potential
weaknesses of a system makes it possible to make
optimal use of equipment designed to protect it.
SCRT is able to help you identify the flaws but also helps
in correcting them by presenting objective, independent
and adapted solutions for your activity.

Insomni’hack organizer

C

INVESTIGATION

ISO 27001

Our mission is to study and protect your information
systems to limit the risks related to the use of new
technologies.

Since June 2009 SCRT Switzerland is ISO
27001 certified and is able to guarantee

You can therefore fully concentrate on your business and
take advantage of the new solutions available to you.
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SCRT listens to your needs, creates a coherent solution
and implements it. We can ensure that you have an
adapted protection for your information system, which is
an essential part of your business.
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OUR PARTNERS

SCRT Information Security
Le Trési 6B
1028 Préverenges
Switzerland
T +41 21 802 64 01
F +41 21 802 64 02
info@scrt.ch

www.scrt.ch

the strictest rigor in the processing of
information and data that is handled.

These elements make SCRT your ideal partner
for all missions with the highest degree of
confidentiality and rigor.

